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A production-grade Elixir client for the Banking Circle Connect
API: cross-border payments (single
& bulk), accounts, and webhooks — with OAuth2/JWT auth (auto-refreshed,
single-flighted), client-side request validation, safe retries with
jittered backoff, idempotency support, and :telemetry instrumentation.
Scope of this release
This package implements the full documented API surface: Authentication,
Payments (single & bulk, plus recalls and traces), Accounts (basic
operations, bookings/ledger, + AHV), Virtual Accounts (VIBANs —
listing, ordering, POBO/COBO customer/UBO details, closure lifecycle),
Webhooks (subscription management + AES-256-GCM payload verification),
FX (market-order trading, RFQ, indicative rates, held rates, trade
history/exposure, plus a WebSocket streaming client for live quotes and
Market Order execution), Reporting (both the async request → poll →
download flow, and the synchronous Reconciliation Report endpoint),
Case Management (RFI and Recall cases, including attachment upload
and answer submission), Direct Debit Collections (mandate-based
collection initiation, the one endpoint with documented idempotency-key
support), Correspondent and Agency Banking (the
fi-to-fi-customer-credit-transfer-initiation JSON endpoint), ISO20022
message transport (pain.001/pacs.008/camt.053 — see the scope note on
BankingCircle.ISO20022 below), Error handling, Idempotency, and
Rate limiting / retry.
Deliberately out of scope: Correspondent/Agency Banking via Swift.
That integration path runs over the SWIFT FIN network itself (MT101/MT103
message exchange, BIC-to-BIC, via your Swift service bureau or direct
connection) — it isn't a Banking Circle Connect HTTP endpoint at all, so
there's nothing for an HTTP client library to wrap. If your integration
needs this, it's a separate SWIFT connectivity project, not something
banking_circle can extend into.
Genuinely not implemented: Aliases (PayID, etc.). Banking Circle's
docs describe this feature but I couldn't find its REST endpoint paths
and payload shapes documented anywhere I could search — rather than
invent plausible-looking endpoints for a payment-routing feature (where a
wrong guess is actively dangerous, not just inconvenient), I've left it
out. If you have API reference access to the Aliases endpoints, that's
a straightforward addition following the same pattern as every other
module here.
Narrower scope notes, not full gaps:
	BankingCircle.VirtualAccounts.order/2's endpoint path is inferred
from consistent terminology in the docs, not confirmed against the API
reference directly — see its moduledoc before relying on it. Every
other function in that module (list, close, close-status,
add-customer-details, customer-details-status) is confirmed.
	BankingCircle.ISO20022 is a transport layer (posts XML you supply to
the right endpoint with the right content type) — it does not build or
validate pain.001/pacs.008/camt.053 XML documents for you. See its
moduledoc.
	BankingCircle.FX.Stream (WebSocket streaming quotes) is built on
WebSockex rather than Req, has a genuinely different
connection-lifecycle shape from the rest of this library, and — per its
moduledoc — has had less real-world exercise than the REST modules.
Verify reconnect/token-refresh behavior against your own sandbox before
relying on it for production execution.

Note on network verification: every module here has been written and
tested against a hand-built harness (Bypass fake servers standing in for
Banking Circle's endpoints) rather than against Banking Circle's actual
sandbox — some endpoint paths, request/response field names, and the
webhook checksum construction should be confirmed against your own
sandbox account before going to production. Wherever the docs left a
detail ambiguous, the code says so in a comment (see especially
BankingCircle.Webhook.Verifier and the mTLS connect_options in
BankingCircle.Auth.TokenServer).
Installation
def deps do
  [
    {:banking_circle, "~> 1.0.0"}
  ]
end
Configuration
Banking Circle uses entirely separate hosts, credentials, and client
certificates for sandbox vs. production — mixing them up is the most
common integration mistake, so BankingCircle.Config validates all of
this at boot rather than at first request.
# config/runtime.exs
import Config

config :banking_circle, BankingCircle,
  environment: :sandbox, # or :production
  username: {:system, "BC_USERNAME"},
  password: {:system, "BC_PASSWORD"},
  certificate_thumbprint: {:system, "BC_CERT_THUMBPRINT"},
  client_cert_path: {:system, "BC_CLIENT_CERT_PATH"},
  client_key_path: {:system, "BC_CLIENT_KEY_PATH"},
  request_timeout_ms: 15_000,
  max_retries: 3
With that in place, add nothing else — BankingCircle.Application starts
a supervised TokenServer for the :default client automatically.
Multiple clients (e.g. one per legal entity)
config :banking_circle, :entities,
  eu_entity: [
    environment: :production,
    username: {:system, "BC_EU_USERNAME"},
    password: {:system, "BC_EU_PASSWORD"},
    certificate_thumbprint: {:system, "BC_EU_CERT_THUMBPRINT"}
  ],
  uk_entity: [
    environment: :production,
    username: {:system, "BC_UK_USERNAME"},
    password: {:system, "BC_UK_PASSWORD"},
    certificate_thumbprint: {:system, "BC_UK_CERT_THUMBPRINT"}
  ]
BankingCircle.Payments.create_single(attrs, :eu_entity)
Runtime-only clients (multi-tenant)
{:ok, _pid} =
  BankingCircle.start_client(:tenant_42,
    environment: :production,
    username: tenant.bc_username,
    password: tenant.bc_password,
    certificate_thumbprint: tenant.bc_cert_thumbprint
  )

BankingCircle.Payments.create_single(attrs, :tenant_42)

:ok = BankingCircle.stop_client(:tenant_42)
Usage
Single payments
{:ok, payment} =
  BankingCircle.Payments.create_single(%{
    debtor_account_id: "acc_123",
    amount: Decimal.new("100.50"),
    currency: "EUR",
    creditor_name: "Jane Doe",
    creditor_iban: "DE89370400440532013000",
    transaction_reference: "INV-2026-001"
  })

{:ok, %{"status" => status}} = BankingCircle.Payments.get_status(payment["id"])
Invalid input is caught before any network call, via an
Ecto.Changeset:
{:error, changeset} = BankingCircle.Payments.create_single(%{currency: "euros"})
Ecto.Changeset.traverse_errors(changeset, fn {msg, _} -> msg end)
#=> %{currency: ["must be a 3-letter ISO 4217 code"], ...}
Bulk payments
rows = [
  %{debtor_account_id: "acc_1", amount: Decimal.new("10.00"), currency: "EUR", ...},
  %{debtor_account_id: "acc_1", amount: Decimal.new("20.00"), currency: "EUR", ...}
]

{:ok, bulk} = BankingCircle.Payments.create_bulk(rows)
{:ok, stats} = BankingCircle.Payments.get_bulk(bulk["id"])
A row failing validation is reported with a 1-based index matching
Banking Circle's documented elementIndex semantics, so client-side and
server-side validation errors read the same way:
{:error, [{2, changeset}]} = BankingCircle.Payments.create_bulk([good_row, bad_row])
Webhooks
{:ok, sub} =
  BankingCircle.Webhooks.create_subscription(%{
    url: "https://myapp.example.com/webhooks/banking_circle",
    encryption_key: my_32_char_key,
    event_types: ["OutgoingPaymentBooked", "IncomingPaymentProcessed"],
    active: false # verify your receiver before flipping this on
  })
Verifying an inbound payload (see BankingCircle.Webhook.Verifier for
the full Plug example and important caveats about the checksum field):
{:ok, event} =
  BankingCircle.Webhook.Verifier.verify_and_decrypt(raw_body,
    checksum: checksum_header,
    tag: tag_header,
    nonce: nonce_header,
    key: my_32_char_key
  )
FX
Market order (filled instantly at the prevailing rate):
{:ok, trade} =
  BankingCircle.FX.trade(%{
    client_order_id: "YourUniqueReference",
    buy_currency: "EUR",
    sell_currency: "GBP",
    amount: 10_000,
    amount_currency: "EUR",
    tenor: :on
  })
RFQ (get a firm 30-second quote, then trade against it — no tenor when trading a quote):
{:ok, [quote]} =
  BankingCircle.FX.request_quotes([
    %{
      quote_request_id: Ecto.UUID.generate(),
      customer_id: "000012356",
      currency_pair: "EURUSD",
      amount: 10_000,
      amount_currency: "EUR",
      tenor: :on,
      request_type: :rfq
    }
  ])

{:ok, trade} =
  BankingCircle.FX.trade(%{
    client_order_id: "YourUniqueReference",
    buy_currency: "EUR",
    sell_currency: "USD",
    amount: 10_000,
    amount_currency: "EUR",
    quote_id: quote["quoteId"]
  })
Held rate, locked for up to 24 hours and reusable within your daily limits:
{:ok, held} = BankingCircle.FX.held_rate("EUR", "GBP", 1440)
Reporting
# Blocks until ready — fine for scripts/IEx/background workers.
{:ok, report} = BankingCircle.Reporting.fetch_report(:reconciliation, %{from: ~D[2026-07-01], to: ~D[2026-07-10]})

# Or drive it yourself for a web request handler / background job:
{:ok, request_id} = BankingCircle.Reporting.request_report(:account_activity, %{account_id: "acc_123"})
{:processing, retry_after_ms} = BankingCircle.Reporting.poll_status(request_id)
# ... schedule a follow-up poll after retry_after_ms ...
{:complete, report_id} = BankingCircle.Reporting.poll_status(request_id)
{:ok, report} = BankingCircle.Reporting.download(report_id)
Case Management
{:ok, %{"questions" => questions}} = BankingCircle.Cases.get_rfi_case(case_id)

{:ok, %{"attachmentId" => attachment_id}} =
  BankingCircle.Cases.upload_attachment(case_id, File.read!("passport.pdf"), "passport.pdf", "application/pdf")

answers = BankingCircle.Cases.RFI.build_answers(%{
  0 => "1994-06-01",
  1 => {:attachments, [attachment_id]}
})

{:ok, _} = BankingCircle.Cases.submit_rfi_answers(case_id, %{answers: answers})
Direct Debit Collections
{:ok, collection} =
  BankingCircle.DirectDebit.initiate(%{
    creditor_account_id: "acc_123",
    mandate_id: "your-stored-mandate-id",
    debtor_iban: "DE89370400440532013000",
    amount: Decimal.new("25.00"),
    currency: "EUR",
    end_to_end_id: "INV-2026-001"
  })
Correspondent / Agency Banking
{:ok, payment} =
  BankingCircle.Payments.create_fi_to_fi(%{
    debtor_account: %{account: "NL4089009999910133", financial_institution: "AAAANL2LXXX", country: "NL"},
    debtor_name: "Debtor Name",
    creditor_account: %{account: "CH2289000000021111123", country: "CH"},
    creditor_name: "Creditor Name",
    amount: %{currency: "EUR", amount: "1.00"},
    instr_id: "Agency banking payment 1"
  })
Recalls and traces
{:ok, recall} = BankingCircle.Payments.initiate_recall(payment_id, "AC03")
{:ok, trace} = BankingCircle.Payments.initiate_trace(payment_id)
Architecture
BankingCircle              — client lifecycle (start_client/stop_client)
├── Config                 — validated per-client config (NimbleOptions)
├── Environment             — sandbox/production host resolution
├── Auth.Token              — JWT + expiry helpers
├── Auth.TokenServer        — cached, single-flight-refreshed token per client
├── HTTP.Client              — shared Req pipeline: auth injection, errors
├── HTTP.Middleware.Retry    — jittered backoff, Retry-After, safe-methods-only
├── HTTP.Middleware.Idempotency — UUIDv4 Idempotency-Key generation/attachment
├── Error                   — normalizes both documented error body shapes
├── Payments                 — single & bulk payment lifecycle, recalls, traces, fi-to-fi
├── Accounts                 — balances, bookings, AHV
├── VirtualAccounts             — VIBAN listing, ordering, UBO details, closure
├── FX                        — market order / RFQ / held rate trading, trade history
├── FX.Stream                  — WebSocket streaming quotes + Market Order execution
├── Reporting                  — async report request/poll/download flow
├── Cases / Cases.RFI          — RFI & Recall case management
├── DirectDebit                — mandate-based collection initiation (idempotency-keyed)
├── ISO20022                   — pain.001/pacs.008/camt.053 XML transport
├── Webhooks                  — subscription management
├── Webhook.Verifier          — AES-256-GCM payload decrypt/verify
├── Schemas.Payment            — Ecto-changeset request validation
└── Schemas.BulkPayment         — batch validation + CSV rendering
Why these design choices
	Req over Tesla/HTTPoison: Req is the current Elixir ecosystem
default for new HTTP clients (built on Finch/Mint, first-class
streaming, sane defaults). We lean on its built-in retry mechanism
rather than reimplementing request/response steps against internals.
	Ecto embedded schemas without a database: changesets are simply the
best-in-class validation/casting primitive available in Elixir; using
them here costs nothing (no Repo, no migrations) and gets you field-level
error reporting for free.
	One GenServer per client for token caching: concurrent callers
racing a near-simultaneous token expiry collapse into a single outbound
auth request because the GenServer mailbox serializes it — no separate
locking primitive needed.
	Retry policy refuses to retry a bare POST: Banking Circle's
idempotency-key support is currently scoped to Direct Debit Collections
endpoints. Blindly retrying an unacknowledged payment POST elsewhere
risks a duplicate payment, so the retry middleware only retries
GET/HEAD or requests explicitly carrying an Idempotency-Key header.

Telemetry
:telemetry.attach_many(
  "banking-circle-logger",
  [
    [:banking_circle, :request, :start],
    [:banking_circle, :request, :stop],
    [:banking_circle, :request, :exception]
  ],
  &MyApp.Telemetry.handle_event/4,
  nil
)
See BankingCircle.Telemetry for the full event/measurement/metadata table.
Development
This package was authored without a local Elixir toolchain available in
its build environment, so while every module has been written and
reviewed carefully against the Elixir/OTP and Req/Ecto APIs it relies on,
run the test suite yourself before depending on this in production:
mix deps.get
mix test
mix credo --strict
mix dialyzer

License
MIT. See LICENSE.


  

    Changelog

All notable changes to this project will be documented in this file.
The format is based on Keep a Changelog.
[1.0.0] - Unreleased
Added
	Initial release.
	BankingCircle.Config / BankingCircle.Environment — validated
per-client configuration with sandbox/production host resolution and
{:system, "VAR"} secret resolution.
	BankingCircle.Auth.TokenServer — cached, single-flight-refreshed
OAuth2/JWT token per client, honoring Banking Circle's documented
5-minute token lifetime and auth-endpoint rate limiting.
	BankingCircle.HTTP.Client — shared Req-based request pipeline with
auth injection, telemetry spans, and error normalization.
	BankingCircle.HTTP.Middleware.Retry — jittered exponential backoff,
Retry-After support, restricted to GET/HEAD or idempotency-keyed
requests to avoid duplicate payment submission.
	BankingCircle.HTTP.Middleware.Idempotency — UUIDv4 generation and
header attachment.
	BankingCircle.Error — normalizes both documented error body shapes
(standard propertyName/errorCode and bulk fieldIndex/elementIndex)
into one struct, with retryable?/1.
	BankingCircle.Payments — single payment create/list/status/get/cancel/
reject/mt103/lookup-by-reference; bulk payment create/list/get/cancel.
	BankingCircle.Schemas.Payment / BankingCircle.Schemas.BulkPayment —
Ecto-changeset client-side validation and CSV rendering for bulk
submission.
	BankingCircle.Accounts — list/get/balance/Account Holder Verification.
	BankingCircle.Webhooks — subscription create/list/get/activate/
deactivate/remove, sandbox simulation.
	BankingCircle.Webhook.Verifier — AES-256-GCM payload decryption with
constant-time checksum verification.
	BankingCircle.FX — market-order trading, batched RFQ/indicative/
held-rate quote requests, single-pair held rate lookup, trade history
(JSON + CSV), single-trade lookup, settlement date calendar, and
customer exposure.
	BankingCircle.Reporting — the async request → poll → download report
flow (request_report/3, poll_status/2, download/2), plus a
blocking fetch_report/3 convenience wrapper for scripts/background
workers.
	BankingCircle.Cases / BankingCircle.Cases.RFI — case listing
(cursor pagination), typed RFI/Recall case retrieval, attachment
upload, and RFI answer submission (both the "request a return" and
"answer every question" paths).
	BankingCircle.DirectDebit — mandate-based collection initiation
against /api/v1/payments/direct-debit-instructions, always attaching
an idempotency key (this is the one payment-initiation endpoint Banking
Circle documents idempotency support for).
	BankingCircle.Payments.initiate_recall/3, .initiate_trace/2, and
friends — payment recall and trace lifecycle.
	BankingCircle.Payments.create_fi_to_fi/2 — Correspondent/Agency
Banking payment initiation via the JSON API, plus embedded-rate/RFQ/held-
rate FX support on the same payment.
	BankingCircle.ISO20022 — pain.001/pacs.008 XML submission and camt.053
retrieval (transport layer only — does not build/validate XML; see its
moduledoc for scope).
	BankingCircle.FX.Stream — WebSocket-based streaming FX quotes and
Market Order execution, with automatic token-refresh-over-the-wire to
keep long-lived sessions alive.
	BankingCircle.VirtualAccounts — VIBAN listing, customer/UBO details
for POBO/COBO accounts (write-once), and the full closure lifecycle
(close/2 + close_status/2). order/2 is included but flagged as
endpoint-path-inferred rather than confirmed — see its moduledoc.
	BankingCircle.Accounts.list_bookings/3 — transaction-level ledger
(outflows and inflows), matchable to payments via bookingReference/
transactionId.
	BankingCircle.Reporting.reconciliation_report/2 — the synchronous
Reconciliation Report endpoint (up to 50,000 payments inline), as a
direct alternative to the async request/poll/download flow.
	Full test suite (Bypass-backed) covering token single-flight behavior,
retry policy boundaries, error normalization, webhook crypto round-trip
and tamper detection, schema validation, FX trade/quote payload shaping,
the full reporting request/poll/download flow, case RFI submission
(both variants), direct debit idempotency-key attachment,
recall/trace/fi-to-fi payload shaping, and virtual account
list/order/close/update payload shaping.

Known gaps (tracked for future releases)
	Correspondent/Agency Banking via Swift is deliberately out of
scope — it's a SWIFT FIN network integration, not a Banking Circle
Connect HTTP endpoint, so there's nothing here for an HTTP client to
wrap. See the README's scope section.
	Aliases (PayID, etc.) is genuinely not implemented — I could not
confirm its REST endpoint paths/payloads against available
documentation, and chose not to guess at a payment-routing feature
where a wrong guess is dangerous. See the README's scope section.
	BankingCircle.VirtualAccounts.order/2's endpoint path is inferred,
not confirmed — verify before relying on it.
	BankingCircle.ISO20022 doesn't build or validate XML documents for
you — bring your own pain.001/pacs.008 XML.
	BankingCircle.FX.Stream has had less real-world exercise than the
REST modules (different transport, WebSockex-based) — verify
reconnect/token-refresh behavior against your own sandbox first.
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A production-grade Elixir client for the Banking Circle Connect
API — payments (single & bulk),
accounts, and webhooks, with OAuth2/JWT auth (auto-refreshed, single-flight),
idempotency, retries with jittered backoff, and :telemetry instrumentation.
See the moduledocs on BankingCircle.Payments, BankingCircle.Accounts,
and BankingCircle.Webhooks for the actual API surface. This module is
the entry point for client lifecycle management.
Quick start
# config/runtime.exs
config :banking_circle, BankingCircle,
  environment: :sandbox,
  username: {:system, "BC_USERNAME"},
  password: {:system, "BC_PASSWORD"},
  certificate_thumbprint: {:system, "BC_CERT_THUMBPRINT"},
  client_cert_path: {:system, "BC_CLIENT_CERT_PATH"},
  client_key_path: {:system, "BC_CLIENT_KEY_PATH"}
With that in place, the :default client starts automatically under the
application supervisor:
{:ok, payment} = BankingCircle.Payments.create_single(%{
  debtor_account_id: "acc_123",
  amount: Decimal.new("100.50"),
  currency: "EUR",
  creditor_name: "Jane Doe",
  creditor_iban: "DE89370400440532013000",
  transaction_reference: "INV-2026-001"
})
Multiple clients (e.g. one per legal entity)
config :banking_circle, :entities,
  eu_entity: [environment: :production, username: {:system, "BC_EU_USER"}, ...],
  uk_entity: [environment: :production, username: {:system, "BC_UK_USER"}, ...]

BankingCircle.Payments.create_single(attrs, :eu_entity)
Runtime-only clients
For multi-tenant systems where the client set isn't known at compile
time, start (and stop) clients dynamically:
{:ok, _pid} = BankingCircle.start_client(:tenant_42, environment: :production, username: ..., ...)
:ok = BankingCircle.stop_client(:tenant_42)
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        start_client(name, opts \\ [])

      


        Starts a TokenServer for the given client name under the application's
DynamicSupervisor.



    


    
      
        stop_client(name)

      


        Stops the TokenServer for the given client name, if running.
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      start_client(name, opts \\ [])



        
          
        

    

  


  

      

          @spec start_client(
  atom(),
  keyword()
) :: DynamicSupervisor.on_start_child()


      


Starts a TokenServer for the given client name under the application's
DynamicSupervisor.
Called automatically at boot for :default and any :entities found in
application config; call it directly only for clients configured purely
at runtime.

  



  
    
      
    
    
      stop_client(name)



        
          
        

    

  


  

      

          @spec stop_client(atom()) :: :ok | {:error, :not_found}


      


Stops the TokenServer for the given client name, if running.
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Validated runtime configuration for a Banking Circle client instance.
Supports multiple named clients (e.g. one per legal entity / company id)
running side by side, each with its own credentials, certificate, and
environment — configured either via config/config.exs or passed
explicitly at call time.
Example
config :banking_circle, BankingCircle,
  environment: :sandbox,
  username: {:system, "BC_USERNAME"},
  password: {:system, "BC_PASSWORD"},
  certificate_thumbprint: {:system, "BC_CERT_THUMBPRINT"},
  client_cert_path: {:system, "BC_CLIENT_CERT_PATH"},
  client_key_path: {:system, "BC_CLIENT_KEY_PATH"},
  request_timeout_ms: 15_000,
  max_retries: 3
Multiple clients:
config :banking_circle, :entities,
  eu_entity: [environment: :production, username: {:system, "BC_EU_USER"}, ...],
  uk_entity: [environment: :production, username: {:system, "BC_UK_USER"}, ...]
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        load!(name \\ :default)

      


        Loads named config from Application.get_env/3 and validates it.



    


    
      
        new!(opts)

      


        Builds and validates a BankingCircle.Config from a keyword list.
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      t()



        
          
        

    

  


  

      

          @type t() :: %BankingCircle.Config{
  api_base_url_override: String.t() | nil,
  auth_base_url_override: String.t() | nil,
  certificate_thumbprint: String.t(),
  client_cert_path: String.t() | nil,
  client_key_path: String.t() | nil,
  environment: BankingCircle.Environment.t(),
  finch_pool_size: pos_integer(),
  max_retries: non_neg_integer(),
  name: atom(),
  password: String.t(),
  request_timeout_ms: pos_integer(),
  retry_base_delay_ms: pos_integer(),
  username: String.t(),
  webhook_encryption_key: String.t() | nil
}
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      load!(name \\ :default)



        
          
        

    

  


  

      

          @spec load!(atom()) :: t()


      


Loads named config from Application.get_env/3 and validates it.

  



  
    
      
    
    
      new!(opts)



        
          
        

    

  


  

      

          @spec new!(keyword()) :: t()


      


Builds and validates a BankingCircle.Config from a keyword list.
Values may be given as literals or as {:system, "ENV_VAR"} tuples, which
are resolved at build time (never compiled into a release artifact).
Raises NimbleOptions.ValidationError on invalid input.
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Resolves Banking Circle Connect's environment-specific base URLs.
Banking Circle Connect uses entirely separate hosts for sandbox and
production, each with its own auth host and its own client certificate /
credential set. Mixing them up is a common integration mistake, so this
module is the single source of truth for host resolution.
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        api_base_url(atom)

      


    


    
      
        auth_base_url(atom)

      


    


    
      
        validate!(env)
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          @type t() :: :sandbox | :production
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      api_base_url(atom)



        
          
        

    

  


  

      

          @spec api_base_url(t()) :: String.t()


      



  



  
    
      
    
    
      auth_base_url(atom)



        
          
        

    

  


  

      

          @spec auth_base_url(t()) :: String.t()


      



  



  
    
      
    
    
      validate!(env)



        
          
        

    

  


  

      

          @spec validate!(term()) :: t()


      



  


        

      


  

    
BankingCircle.Telemetry 
    



      
Standardized :telemetry events emitted by this client.
	Event	Measurements	Metadata
	[:banking_circle, :request, :start]	system_time	method, url, client
	[:banking_circle, :request, :stop]	duration	method, url, client, result
	[:banking_circle, :request, :exception]	duration	method, url, client, kind
	[:banking_circle, :auth, :refresh, :start/stop]	duration	client
	[:banking_circle, :webhook, :verified]	system_time	event_type, outcome

Attach with :telemetry.attach/4 in your application, e.g. to feed
Prometheus, OpenTelemetry, or plain Logger output. See the README for a
ready-made Logger-based handler.

      


      
        Summary


  
    Functions
  


    
      
        span(event_prefix, start_metadata, fun)

      


    





      


      
        Functions


        


  
    
      
    
    
      span(event_prefix, start_metadata, fun)



        
          
        

    

  


  

      

          @spec span([atom()], map(), (-> {result, map()})) :: result when result: var


      



  


        

      


  

    
BankingCircle.Webhook.Verifier 
    



      
Decrypts and verifies incoming Banking Circle webhook payloads.
Banking Circle secures webhook bodies with AES-256-GCM, using a
32-character pre-shared key set when you create the subscription (see
BankingCircle.Webhooks.create_subscription/2). Per the docs, a
received payload carries three companion values:
	a checksum (44 base64 characters → 32 raw bytes)
	an authentication tag (24 base64 characters → 16 raw bytes)
	a nonce (16 base64 characters → 12 raw bytes)

This module treats the GCM authentication tag as the cryptographic
integrity guarantee (verified automatically by AEAD decryption itself —
decryption fails closed if the tag doesn't match). The checksum field
is additionally verified as a SHA-256 digest of the ciphertext, which is
the most common convention for this kind of "checksum" field; if your
account's payload docs specify a different checksum construction (e.g.
HMAC-SHA256 over ciphertext+AAD), override it via the :checksum_fun
option rather than trusting this default blindly — verify this against
a real captured payload from your sandbox before relying on it in
production.
Usage in a Plug/Phoenix controller
def webhook(conn, _params) do
  {:ok, raw_body, conn} = Plug.Conn.read_body(conn)

  case BankingCircle.Webhook.Verifier.verify_and_decrypt(raw_body,
         checksum: get_req_header(conn, "x-bc-checksum") |> List.first(),
         tag: get_req_header(conn, "x-bc-auth-tag") |> List.first(),
         nonce: get_req_header(conn, "x-bc-nonce") |> List.first(),
         key: Application.fetch_env!(:my_app, :bc_webhook_key)
       ) do
    {:ok, event} ->
      MyApp.WebhookHandler.handle(event)
      send_resp(conn, 200, "")

    {:error, reason} ->
      Logger.warning("Rejected Banking Circle webhook: #{inspect(reason)}")
      send_resp(conn, 400, "")
  end
end
Header names above (x-bc-checksum etc.) are illustrative — confirm the
exact header names Banking Circle uses for your subscription against the
"Setting up Webhooks" guide, since this client doesn't hardcode them.

      


      
        Summary


  
    Types
  


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        verify_and_decrypt(ciphertext, opts)

      


        Verifies the checksum, verifies+decrypts via AES-256-GCM, and JSON-decodes
the plaintext.



    





      


      
        Types


        


  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  checksum: String.t(),
  tag: String.t(),
  nonce: String.t(),
  key: String.t(),
  checksum_fun: (binary() -> binary())
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      verify_and_decrypt(ciphertext, opts)



        
          
        

    

  


  

      

          @spec verify_and_decrypt(binary(), verify_opts()) :: {:ok, term()} | {:error, atom()}


      


Verifies the checksum, verifies+decrypts via AES-256-GCM, and JSON-decodes
the plaintext.
Returns {:ok, decoded_event} or {:error, reason} where reason is
one of :invalid_checksum, :decryption_failed (bad tag/key/nonce —
treat as tampered or wrong key), or :invalid_json.

  


        

      


  

    
BankingCircle.Auth.Token 
    



      
An OAuth2 JWT access token issued by Banking Circle's authorization
endpoint, with the metadata needed to decide when to refresh it.
Banking Circle tokens are short-lived (documented as 5 minutes). The
guidance from Banking Circle is explicit: do not fetch a fresh token
on every request — only refresh once the current token has actually
expired (or is about to). expiring_soon?/2 implements that with a
configurable safety margin.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        authorization_header(token)

      


    


    
      
        expiring_soon?(token, margin_ms \\ 15000)

      


        True if the token has already expired, or expires within margin_ms.



    


    
      
        from_response(body)

      


        Builds a token from an authorization response body.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BankingCircle.Auth.Token{
  expires_at: DateTime.t(),
  issued_at: DateTime.t(),
  value: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      authorization_header(token)



        
          
        

    

  


  

      

          @spec authorization_header(t()) :: {String.t(), String.t()}


      



  



    

  
    
      
    
    
      expiring_soon?(token, margin_ms \\ 15000)



        
          
        

    

  


  

      

          @spec expiring_soon?(t(), non_neg_integer()) :: boolean()


      


True if the token has already expired, or expires within margin_ms.

  



  
    
      
    
    
      from_response(body)



        
          
        

    

  


  

      

          @spec from_response(map()) :: t()


      


Builds a token from an authorization response body.
Accepts either expires_in (seconds, relative) or an explicit
expires_at/expiresOn field, to be resilient to minor response
variations across environments.

  


        

      


  

    
BankingCircle.Auth.TokenServer 
    



      
Caches a Banking Circle OAuth2 JWT per configured client and refreshes it
transparently, following Banking Circle's documented guidance:
	Tokens live ~5 minutes.
	Callers should reuse a token until it's actually (about to be) expired,
not fetch a new one per request — Banking Circle rate-limits the auth
endpoint per IP per minute, and naive per-call fetching trips it fast.

Single-flight refresh
All fetch/1 calls for a given client go through this one GenServer, so
concurrent callers racing a near-simultaneous expiry collapse into a
single outbound authorization request rather than a stampede — the
GenServer mailbox naturally serializes it.
One TokenServer is started per configured client name under
BankingCircle.Auth.Supervisor.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        fetch(client_name \\ :default)

      


        Returns a valid (non-expiring-soon) token for the given client, refreshing
it first if necessary.



    


    
      
        invalidate(client_name \\ :default)

      


        Forces a refresh on the next fetch/1, discarding any cached token.



    


    
      
        start_link(config)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



        
          
        

    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.

  



    

  
    
      
    
    
      fetch(client_name \\ :default)



        
          
        

    

  


  

      

          @spec fetch(atom()) ::
  {:ok, BankingCircle.Auth.Token.t()} | {:error, BankingCircle.Error.t()}


      


Returns a valid (non-expiring-soon) token for the given client, refreshing
it first if necessary.

  



    

  
    
      
    
    
      invalidate(client_name \\ :default)



        
          
        

    

  


  

      

          @spec invalidate(atom()) :: :ok


      


Forces a refresh on the next fetch/1, discarding any cached token.

  



  
    
      
    
    
      start_link(config)



        
          
        

    

  


  

      

          @spec start_link(BankingCircle.Config.t()) :: GenServer.on_start()


      



  


        

      


  

    
BankingCircle.HTTP.Client 
    



      
Builds the shared Req request pipeline used by every resource module
(BankingCircle.Payments, BankingCircle.Accounts, ...), and exposes
request/2 as the single choke point through which all API traffic
flows — this is where auth injection, retries, telemetry, and error
normalization all compose.

      


      
        Summary


  
    Functions
  


    
      
        build(config)

      


    


    
      
        request(base_request, opts)

      


        Issues a request through the shared pipeline: attaches a fresh/cached
bearer token, emits [:banking_circle, :request, :start | :stop | :exception]
telemetry, and normalizes any failure into BankingCircle.Error.



    





      


      
        Functions


        


  
    
      
    
    
      build(config)



        
          
        

    

  


  

      

          @spec build(BankingCircle.Config.t()) :: Req.Request.t()


      



  



  
    
      
    
    
      request(base_request, opts)



        
          
        

    

  


  

      

          @spec request(
  Req.Request.t(),
  keyword()
) :: {:ok, term()} | {:error, BankingCircle.Error.t()}


      


Issues a request through the shared pipeline: attaches a fresh/cached
bearer token, emits [:banking_circle, :request, :start | :stop | :exception]
telemetry, and normalizes any failure into BankingCircle.Error.
Returns {:ok, decoded_body} on 2xx, {:error, %BankingCircle.Error{}}
otherwise.

  


        

      


  

    
BankingCircle.HTTP.Middleware.Idempotency 
    



      
Attaches an Idempotency-Key header to a request, either from a caller
supplied value or a generated UUIDv4.
As of this writing, Banking Circle documents idempotency-key support
specifically for Direct Debit Collections endpoints, with a note that
other payment operations are planned to align with the same pattern
later. Attaching the header on unsupported endpoints is harmless (it will
simply be ignored), but callers should not rely on idempotency
protection outside the documented scope — check BankingCircle.Payments
function docs for per-endpoint guidance before assuming a blind retry is
safe.
A replayed key returns HTTP 400 with a body identifying the original
acceptance; BankingCircle.Error.parse/2 normalizes that like any other
error.

      


      
        Summary


  
    Functions
  


    
      
        attach(request, key \\ nil)

      


    


    
      
        generate_key()

      


        Generates a UUIDv4 suitable for use as an idempotency key.



    





      


      
        Functions


        


    

  
    
      
    
    
      attach(request, key \\ nil)



        
          
        

    

  


  

      

          @spec attach(Req.Request.t(), String.t() | nil) :: Req.Request.t()


      



  



  
    
      
    
    
      generate_key()



        
          
        

    

  


  

      

          @spec generate_key() :: String.t()


      


Generates a UUIDv4 suitable for use as an idempotency key.

  


        

      


  

    
BankingCircle.HTTP.Middleware.Retry 
    



      
Configures Req's built-in retry mechanism with Banking-Circle-appropriate
policy: capped exponential backoff with full jitter, honoring a
server-provided Retry-After when present (notably on 429s from the auth
and payment endpoints).
Rather than hand-rolling request/response steps against Req's internals,
this module builds the :retry, :retry_delay, and :max_retries
options that Req's own retry step already understands — this keeps us
aligned with upstream Req behavior across version bumps instead of
reimplementing it.
Retry policy
	GET/HEAD requests are always eligible (safe by HTTP semantics).
	Other methods are only eligible if the request carries an
idempotency-key header — Banking Circle only guarantees idempotency
on endpoints that support that header today (Direct Debit Collections
at time of writing). A bare POST without one is never
auto-retried, to avoid duplicate payment submission.
	Eligible statuses: 429, 500, 502, 503, 504.
	Eligible transport errors: timeout, closed, econnrefused, econnreset.


      


      
        Summary


  
    Functions
  


    
      
        options(config)

      


        Returns Req options implementing the policy above. Merge these into a
Req.new/1 call, e.g. Req.new([...] ++ Retry.options(config)).



    





      


      
        Functions


        


  
    
      
    
    
      options(config)



        
          
        

    

  


  

      

          @spec options(BankingCircle.Config.t()) :: keyword()


      


Returns Req options implementing the policy above. Merge these into a
Req.new/1 call, e.g. Req.new([...] ++ Retry.options(config)).

  


        

      


  

    
BankingCircle.Accounts 
    



      
Account and balance operations: listing accounts, fetching balances,
and Account Holder Verification (AHV / Confirmation-of-Payee style
checks across supported schemes).

      


      
        Summary


  
    Types
  


    
      
        client()

      


    





  
    Functions
  


    
      
        get(account_id, client \\ :default)

      


    


    
      
        get_balance(account_id, client \\ :default)

      


        Available and booked balance for an account — see the Webhooks reconciliation guide for how these can diverge intraday.



    


    
      
        list(filters \\ [], client \\ :default)

      


        Lists accounts visible to the authenticated client, optionally filtered.



    


    
      
        list_bookings(account_id, filters \\ [], client \\ :default)

      


        Lists bookings (both outflows and inflows) for an account — the
transaction-level ledger, as opposed to get_balance/2's point-in-time
summary. Match a booking to a payment via bookingReference
(= transactionReference in BankingCircle.Payments) or transactionId
(= the payment id).



    


    
      
        verify_account_holder(attrs, client \\ :default)

      


        Runs an Account Holder Verification check (name-to-IBAN match) against
the relevant scheme for the given IBAN's country, before you initiate a
payment to it.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: atom()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      get(account_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get(String.t(), client()) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      get_balance(account_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_balance(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Available and booked balance for an account — see the Webhooks reconciliation guide for how these can diverge intraday.

  



    

    

  
    
      
    
    
      list(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lists accounts visible to the authenticated client, optionally filtered.

  



    

    

  
    
      
    
    
      list_bookings(account_id, filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_bookings(String.t(), keyword(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lists bookings (both outflows and inflows) for an account — the
transaction-level ledger, as opposed to get_balance/2's point-in-time
summary. Match a booking to a payment via bookingReference
(= transactionReference in BankingCircle.Payments) or transactionId
(= the payment id).

  



    

  
    
      
    
    
      verify_account_holder(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec verify_account_holder(map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Runs an Account Holder Verification check (name-to-IBAN match) against
the relevant scheme for the given IBAN's country, before you initiate a
payment to it.

  


        

      


  

    
BankingCircle.Cases 
    



      
Case Management: Banking Circle raises a Case when it needs
something from you — most commonly an RFI (Request for Information,
usually a sanctions-screening hold on a payment) or a Recall Case (the
counterparty bank asking you to return a payment they sent you). A case
stays "OPEN" until you respond or a deadline passes, and not
responding has real consequences (payment delay/rejection, account
restriction), so treat list_cases/2 (or the case-opened webhook) as
something worth polling/handling promptly rather than best-effort.
Navigation
list_cases/2 (GET /api/v1/cases) returns cases of every type with a
links.self pointing you to the type-specific endpoint — e.g. an "RFI"
case links to /api/v1/cases/rfi/{case-id}. This module gives you
get_case/2 for the generic lookup and get_rfi_case/2 /
get_recall_case/2 for the typed ones directly, so you don't have to
round-trip through the generic endpoint if you already know the type.
This listing endpoint uses cursor-based pagination: once you've
fetched a page with a given limit, only cursor and direction are
valid on follow-up requests — the limit carries over from the initial
request and cannot be changed mid-cursor.
Responding to an RFI
	get_rfi_case/2 — get the questions and subject/transaction context.
	For any attachment-type question, upload_attachment/4 first — each
upload returns an attachmentId to reference in your answer.
	submit_rfi_answers/3 — either request a return (no answers needed)
or answer every question asked (an empty string is an acceptable
"I can't/won't answer" for a given question, but every question index
must have a matching answer entry).

See BankingCircle.Cases.RFI for the answer-list building helpers.

      


      
        Summary


  
    Types
  


    
      
        case_id()

      


    


    
      
        client()

      


    





  
    Functions
  


    
      
        get_case(case_id, client \\ :default)

      


        Fetches a case by id regardless of type. The response's
links.self field tells you which typed endpoint (get_rfi_case/2,
get_recall_case/2, ...) to use for type-specific detail if you need it.



    


    
      
        get_recall_case(case_id, client \\ :default)

      


        Fetches full detail for a Recall case (an incoming recall request from a counterparty bank).



    


    
      
        get_rfi_case(case_id, client \\ :default)

      


        Fetches full detail for an RFI case: questions, subject, and transaction context.



    


    
      
        list_cases(filters \\ [], client \\ :default)

      


        Lists all cases visible to you, regardless of type. Supports cursor
pagination: pass :limit on the first call, then only :cursor and
:direction (:next | :previous) on subsequent calls — other filters
are locked in once a cursor is in use.



    


    
      
        rfi_question_types(client \\ :default)

      


        Lists the question types an RFI may ask, with their input format/limitations.



    


    
      
        submit_rfi_answers(case_id, response, client \\ :default)

      


        Submits your response to an RFI case. response is either



    


    
      
        upload_attachment(case_id, content, filename, content_type \\ "application/octet-stream", client \\ :default)

      


        Uploads an attachment to a case (needed before answering any
attachment-type RFI question). Returns {:ok, %{"attachmentId" => id}}
(or however the API names it) — thread that id into the matching
answer's attachmentIds list in submit_rfi_answers/3.



    





      


      
        Types


        


  
    
      
    
    
      case_id()



        
          
        

    

  


  

      

          @type case_id() :: String.t()


      



  



  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: atom()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      get_case(case_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_case(case_id(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Fetches a case by id regardless of type. The response's
links.self field tells you which typed endpoint (get_rfi_case/2,
get_recall_case/2, ...) to use for type-specific detail if you need it.

  



    

  
    
      
    
    
      get_recall_case(case_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_recall_case(case_id(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Fetches full detail for a Recall case (an incoming recall request from a counterparty bank).

  



    

  
    
      
    
    
      get_rfi_case(case_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_rfi_case(case_id(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Fetches full detail for an RFI case: questions, subject, and transaction context.

  



    

    

  
    
      
    
    
      list_cases(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_cases(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lists all cases visible to you, regardless of type. Supports cursor
pagination: pass :limit on the first call, then only :cursor and
:direction (:next | :previous) on subsequent calls — other filters
are locked in once a cursor is in use.

  



    

  
    
      
    
    
      rfi_question_types(client \\ :default)



        
          
        

    

  


  

      

          @spec rfi_question_types(client()) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lists the question types an RFI may ask, with their input format/limitations.

  



    

  
    
      
    
    
      submit_rfi_answers(case_id, response, client \\ :default)



        
          
        

    

  


  

      

          @spec submit_rfi_answers(case_id(), map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Submits your response to an RFI case. response is either:
	%{request_return: true} — indicate you want the payment returned,
no answers needed, or
	%{answers: [%{index: 0, answer: "...", attachment_ids: [...]}, ...]}
— every question index the RFI asked must have a matching entry
(an empty answer is acceptable if you can't/won't answer a
particular question — see the moduledoc).

See BankingCircle.Cases.RFI.build_answers/1 for a convenience builder.

  



    

    

  
    
      
    
    
      upload_attachment(case_id, content, filename, content_type \\ "application/octet-stream", client \\ :default)



        
          
        

    

  


  

      

          @spec upload_attachment(case_id(), binary(), String.t(), String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Uploads an attachment to a case (needed before answering any
attachment-type RFI question). Returns {:ok, %{"attachmentId" => id}}
(or however the API names it) — thread that id into the matching
answer's attachmentIds list in submit_rfi_answers/3.
content is the raw file bytes; filename and content_type describe
it for the multipart upload.

  


        

      


  

    
BankingCircle.Cases.RFI 
    



      
Convenience helpers for building the :answers list passed to
BankingCircle.Cases.submit_rfi_answers/3.

      


      
        Summary


  
    Functions
  


    
      
        build_answers(answers_by_index)

      


        Builds an answers list from a map of question_index => answer_or_attachment_ids.



    





      


      
        Functions


        


  
    
      
    
    
      build_answers(answers_by_index)



        
          
        

    

  


  

      

          @spec build_answers(%{required(non_neg_integer()) => term()}) :: [map()]


      


Builds an answers list from a map of question_index => answer_or_attachment_ids.
A plain string/number value becomes a text answer; a
{:attachments, [id, ...]} tuple becomes an attachment-question answer.
Example
RFI.build_answers(%{
  0 => "1994-06-01",
  1 => {:attachments, ["att_123", "att_456"]},
  2 => ""  # explicitly declining to answer question 2
})
#=> [
#     %{index: 0, answer: "1994-06-01", attachment_ids: []},
#     %{index: 1, answer: "", attachment_ids: ["att_123", "att_456"]},
#     %{index: 2, answer: "", attachment_ids: []}
#   ]

  


        

      


  

    
BankingCircle.DirectDebit 
    



      
Direct Debit Collections: initiating a collection against a
pre-authorized mandate you (the creditor) hold on the debtor's account.
Banking Circle does not manage mandate creation, signing, or
storage — mandate lifecycle is entirely your responsibility per the
applicable scheme rulebook (see the moduledoc's "Mandate Data
Requirements" below). You reference your stored mandate by id when
initiating a collection here.
Mandate data you must hold before collecting
Per Banking Circle's documented requirements, a valid mandate record
needs: creditor (your) name and address, your Creditor Identifier (CID),
a unique mandate reference, the customer's name and IBAN, payment type
(one-off/recurring), and captured customer consent (checkbox, email
confirmation, or digital signature) — none of which this library stores
or manages for you.
Idempotency
This is, at time of writing, the one payment-initiation endpoint
Banking Circle documents idempotency-key support for. initiate/2
always attaches one (generated, unless you supply :idempotency_key) —
see BankingCircle.HTTP.Middleware.Idempotency. A replayed key returns
a 400 identifying the original acceptance, which
BankingCircle.Error.parse/2 surfaces like any other error
(kind: :client_error, with the original timestamp/entity id in the
message) — this is what makes it safe for initiate/2 to be one of the
few POSTs this library is comfortable letting you retry blindly.
Reconciling collections
Match a collection to its resulting incoming payment via the
end_to_end_id you supplied here (shows up in
Remittance Information Line 1 on the incoming credit entry), or via
Banking Circle's own reference (Account Servicer Reference in the
Customer Payment Status Report, Reference Number in reconciliation
reports). See BankingCircle.Reporting and the IncomingPaymentBooked /
IncomingPaymentProcessed webhook events.

      


      
        Summary


  
    Types
  


    
      
        client()

      


    





  
    Functions
  


    
      
        initiate(attrs, client \\ :default)

      


        Initiates a Direct Debit collection against a stored mandate.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: atom()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      initiate(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec initiate(map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t() | {:missing_field, atom()}}


      


Initiates a Direct Debit collection against a stored mandate.
Required: :creditor_account_id, :mandate_id (your stored mandate's
identifier — becomes mandateRelatedInformation.mandateId),
:debtor_iban, :amount, :currency, :end_to_end_id (your
reconciliation reference — see the moduledoc).
Optional: :requested_execution_date, :remittance_information,
:idempotency_key (generated for you otherwise).

  


        

      


  

    
BankingCircle.FX 
    



      
Foreign exchange: market-order trading, Request-for-Quote (RFQ),
indicative rates, held rates, and trade/exposure lookups.
The three trade-execution shapes
Banking Circle's FX API has one execution endpoint
(POST /api/v2/fx/trading) but three ways to arrive at it:
	Market order — trade/2 with no quote_id: filled instantly at
the prevailing market rate.
	RFQ-then-trade — request_quotes/2 to get a firm, 30-second
tradable quote, then trade/2 passing that quote_id. Do not
pass a tenor when trading against a quote — it's derived from the
quote itself.
	Held-rate-then-trade — request_quotes/2 with
request_type: :held_rate (or held_rate/3 for the simpler
single-pair GET form) to lock a rate for up to 24 hours, then
trade/2 against its quote_id, any number of times within the
held period and your daily limits.

request_quotes/2 accepts a list of quote requests and returns a
matching list of quotes — Banking Circle supports batching multiple
currency pairs (even across customer_ids) into one round trip, matched
back up via the caller-supplied quote_request_id on each entry.
Multi-entity note
If your Banking Circle setup spans multiple legal entities, customer_id
is required on every FX request and must match the entity that owns the
sell/debit account — fetch it from BankingCircle.Accounts (the
companyNumber field) if you don't already have it cached.
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    Types
  


    
      
        client()

      


    


    
      
        request_type()

      


    


    
      
        tenor()

      


    





  
    Functions
  


    
      
        exposure(customer_id, client \\ :default)

      


        FX exposure for a specific customer/legal entity.



    


    
      
        get_transaction(client_order_id, client \\ :default)

      


        Looks up a single FX trade by your clientOrderId. Also matchable via
bankingCircleRef, which additionally shows up in the account
reconciliation report's PaymentDetails1 field for cross-referencing.



    


    
      
        held_rate(currency_one, currency_two, valid_for_minutes, opts \\ [], client \\ :default)

      


        Requests a held rate for a currency pair via the simpler GET form
(GET /api/v1/fx/rates/held-rates/{ccy1}/{ccy2}), valid for
valid_for_minutes (up to 1440 / 24h).



    


    
      
        indicative_rate(attrs, client \\ :default)

      


        Convenience wrapper around request_quotes/2 for a single indicative rate lookup.



    


    
      
        list_held_rates(filters \\ [], client \\ :default)

      


        Lists all currently active held rates for the client.



    


    
      
        list_transactions(filters \\ [], client \\ :default)

      


        Paginated FX trade history, filterable (currency pair, date range, status, etc. — see API reference).



    


    
      
        request_quotes(requests, client \\ :default)

      


        Requests one or more quotes in a single round trip. requests is a list
of maps, each requiring :quote_request_id, :customer_id,
:amount_currency, :amount, :tenor, :request_type, and either
:currency_pair or both :currency_one/:currency_two.



    


    
      
        settlement_dates(filters \\ [], client \\ :default)

      


        Available settlement dates for FX trades, accounting for holidays and cutoff times.



    


    
      
        trade(attrs, client \\ :default)

      


        Executes an FX trade — market order if attrs has no :quote_id,
or against a previously-obtained quote (RFQ or held rate) if it does.



    


    
      
        transactions_csv(filters \\ [], client \\ :default)

      


        Same trade history as list_transactions/2 in CSV form, for bulk analysis/reporting.



    





      


      
        Types
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          @type client() :: atom()


      



  



  
    
      
    
    
      request_type()



        
          
        

    

  


  

      

          @type request_type() :: :indicative | :rfq | :payment_rfq | :held_rate


      



  



  
    
      
    
    
      tenor()



        
          
        

    

  


  

      

          @type tenor() :: :on | :tn | :spot


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      exposure(customer_id, client \\ :default)



        
          
        

    

  


  

      

          @spec exposure(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


FX exposure for a specific customer/legal entity.

  



    

  
    
      
    
    
      get_transaction(client_order_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_transaction(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Looks up a single FX trade by your clientOrderId. Also matchable via
bankingCircleRef, which additionally shows up in the account
reconciliation report's PaymentDetails1 field for cross-referencing.

  



    

    

  
    
      
    
    
      held_rate(currency_one, currency_two, valid_for_minutes, opts \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec held_rate(String.t(), String.t(), pos_integer(), keyword(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Requests a held rate for a currency pair via the simpler GET form
(GET /api/v1/fx/rates/held-rates/{ccy1}/{ccy2}), valid for
valid_for_minutes (up to 1440 / 24h).

  



    

  
    
      
    
    
      indicative_rate(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec indicative_rate(map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Convenience wrapper around request_quotes/2 for a single indicative rate lookup.

  



    

    

  
    
      
    
    
      list_held_rates(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_held_rates(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lists all currently active held rates for the client.

  



    

    

  
    
      
    
    
      list_transactions(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_transactions(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Paginated FX trade history, filterable (currency pair, date range, status, etc. — see API reference).

  



    

  
    
      
    
    
      request_quotes(requests, client \\ :default)



        
          
        

    

  


  

      

          @spec request_quotes([map()], client()) ::
  {:ok, [map()]} | {:error, BankingCircle.Error.t()}


      


Requests one or more quotes in a single round trip. requests is a list
of maps, each requiring :quote_request_id, :customer_id,
:amount_currency, :amount, :tenor, :request_type, and either
:currency_pair or both :currency_one/:currency_two.
Returns {:ok, [quote, ...]} in the same order as the input, matched
via each entry's quoteRequestId.

  



    

    

  
    
      
    
    
      settlement_dates(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec settlement_dates(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Available settlement dates for FX trades, accounting for holidays and cutoff times.

  



    

  
    
      
    
    
      trade(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec trade(map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t() | {:missing_field, atom()}}


      


Executes an FX trade — market order if attrs has no :quote_id,
or against a previously-obtained quote (RFQ or held rate) if it does.
Required: :client_order_id, :buy_currency, :sell_currency,
:amount, :amount_currency. Either :tenor (market order) or
:quote_id (trading against a quote) — not both.

  



    

    

  
    
      
    
    
      transactions_csv(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec transactions_csv(
  keyword(),
  client()
) :: {:ok, binary()} | {:error, BankingCircle.Error.t()}


      


Same trade history as list_transactions/2 in CSV form, for bulk analysis/reporting.

  


        

      


  

    
BankingCircle.FX.Stream 
    



      
Streaming FX quotes and Market Order execution over Banking Circle's FX
WebSocket — the "sophisticated FX workflows" path Banking Circle's docs
explicitly say to reach for only after you've outgrown the REST APIs
(BankingCircle.FX).
This is a genuinely different integration shape from the rest of this
library: a long-lived, stateful connection instead of request/response,
built on WebSockex rather than Req. Start one per session you want
open (typically one per customer_id/desk, not one per request).
Usage
{:ok, pid} =
  BankingCircle.FX.Stream.start_link(
    client: :default,
    customer_id: "000012345",
    handler: self()
  )

BankingCircle.FX.Stream.subscribe(pid, "EUR/USD", :spot)

receive do
  {:banking_circle_fx, %{"type" => "IncrementalRefresh"} = quote} ->
    IO.inspect(quote)
end

BankingCircle.FX.Stream.market_order(pid, %{
  client_order_id: "my-unique-id",
  buy_currency: "EUR",
  sell_currency: "USD",
  amount_currency: "EUR",
  amount: 3_000_000,
  tenor: :spot
})
handler receives every parsed server message as
{:banking_circle_fx, decoded_map} — decoded_map["type"] is one of
"IncrementalRefresh", "ExecutionReport", "MarketDataRequestReject",
or "ErrorMessage". handler can be a pid (messages sent via send/2)
or a 1-arity function called with the decoded map.
Token refresh
The connection is authenticated once at handshake via the
Authorization header; Banking Circle disconnects you if your token
expires without a TokenRefresh message. This module handles that
automatically — it fetches a fresh token from
BankingCircle.Auth.TokenServer (the same cache the REST calls share)
and sends TokenRefresh on a timer, well before the ~5-minute expiry.
Implementation note
This module is built on the WebSockex library and has been written
and reviewed carefully but — like the rest of this package — not
compiled or run against Banking Circle's actual WebSocket endpoint in
this environment. Verify the connection lifecycle (especially
reconnect-on-drop behavior, which WebSockex does not do automatically)
against your own sandbox before depending on this for production FX
execution.

      


      
        Summary


  
    Functions
  


    
      
        disconnect(pid)

      


        Closes the WebSocket connection.



    


    
      
        market_order(pid, attrs)

      


        Executes a Market Order over the WebSocket. attrs requires
:client_order_id, :buy_currency, :sell_currency, :amount_currency,
:amount, :tenor; optionally :target_price, :max_slippage,
:buy_account, :sell_account, :note.



    


    
      
        start_link(opts)

      


        Connects to the FX WebSocket for the given :client (config name,
default :default) and :customer_id, forwarding all parsed server
messages to :handler (a pid or 1-arity function).



    


    
      
        subscribe(pid, currency_pair, tenor, opts \\ [])

      


        Subscribes to a live quote stream for currency_pair (e.g. "EUR/USD") at the given tenor.



    


    
      
        unsubscribe(pid, currency_pair, tenor)

      


        Unsubscribes from a previously-subscribed currency pair/tenor.



    





      


      
        Functions


        


  
    
      
    
    
      disconnect(pid)



        
          
        

    

  


  

      

          @spec disconnect(pid()) :: :ok


      


Closes the WebSocket connection.

  



  
    
      
    
    
      market_order(pid, attrs)



        
          
        

    

  


  

      

          @spec market_order(pid(), map()) :: :ok


      


Executes a Market Order over the WebSocket. attrs requires
:client_order_id, :buy_currency, :sell_currency, :amount_currency,
:amount, :tenor; optionally :target_price, :max_slippage,
:buy_account, :sell_account, :note.
Banking Circle replies asynchronously (to handler) with two
ExecutionReport messages: an initial "New"/"Pending" ack, then a
"Filled" or "Rejected" final report.

  



  
    
      
    
    
      start_link(opts)



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: {:ok, pid()} | {:error, term()}


      


Connects to the FX WebSocket for the given :client (config name,
default :default) and :customer_id, forwarding all parsed server
messages to :handler (a pid or 1-arity function).

  



    

  
    
      
    
    
      subscribe(pid, currency_pair, tenor, opts \\ [])



        
          
        

    

  


  

      

          @spec subscribe(pid(), String.t(), atom(), keyword()) :: :ok


      


Subscribes to a live quote stream for currency_pair (e.g. "EUR/USD") at the given tenor.

  



  
    
      
    
    
      unsubscribe(pid, currency_pair, tenor)



        
          
        

    

  


  

      

          @spec unsubscribe(pid(), String.t(), atom()) :: :ok


      


Unsubscribes from a previously-subscribed currency pair/tenor.

  


        

      


  

    
BankingCircle.ISO20022 
    



      
Payment initiation via raw ISO20022 XML messages, for shops already
standardized on pain.001 (customer credit transfer initiation) or
pacs.008 (FI-to-FI credit transfer) rather than Banking Circle's JSON
payment shape.
Scope note: this module is a thin transport layer — it posts a
caller-supplied XML document to the right endpoint with the right
content type. It does not build or validate ISO20022 XML for you;
constructing a correct pain.001/pacs.008 document (namespaces, required
elements, structured-address migration requirements effective November
	is real domain complexity better served by a dedicated XML
library (e.g. building via :xmerl or a SAXY-based builder) or your
existing ISO20022 tooling than by anything this HTTP client should own.

Prefer BankingCircle.Payments.create_single/2 (JSON) unless you have a
specific reason to use the XML path.
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    Functions
  


    
      
        camt053(account_id, filters \\ [], client \\ :default)

      


        Fetches account activity as a camt.053 XML statement, the ISO20022
reporting counterpart to BankingCircle.Reporting's JSON/CSV reports.



    


    
      
        submit_pacs008(xml, client \\ :default)

      


        Submits a pacs.008 (FIToFICustomerCreditTransfer) XML document — the
ISO20022 path for Correspondent/Agency Banking payments (see also
BankingCircle.Payments.create_fi_to_fi/2 for the JSON equivalent).
xml is the complete, already-valid document body (as a binary).



    


    
      
        submit_pain001(xml, client \\ :default)

      


        Submits a pain.001 (CustomerCreditTransferInitiation) XML document.
xml is the complete, already-valid document body (as a binary).
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      client()



        
          
        

    

  


  

      

          @type client() :: atom()


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      camt053(account_id, filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec camt053(String.t(), keyword(), client()) ::
  {:ok, binary()} | {:error, BankingCircle.Error.t()}


      


Fetches account activity as a camt.053 XML statement, the ISO20022
reporting counterpart to BankingCircle.Reporting's JSON/CSV reports.

  



    

  
    
      
    
    
      submit_pacs008(xml, client \\ :default)



        
          
        

    

  


  

      

          @spec submit_pacs008(binary(), client()) ::
  {:ok, term()} | {:error, BankingCircle.Error.t()}


      


Submits a pacs.008 (FIToFICustomerCreditTransfer) XML document — the
ISO20022 path for Correspondent/Agency Banking payments (see also
BankingCircle.Payments.create_fi_to_fi/2 for the JSON equivalent).
xml is the complete, already-valid document body (as a binary).

  



    

  
    
      
    
    
      submit_pain001(xml, client \\ :default)



        
          
        

    

  


  

      

          @spec submit_pain001(binary(), client()) ::
  {:ok, term()} | {:error, BankingCircle.Error.t()}


      


Submits a pain.001 (CustomerCreditTransferInitiation) XML document.
xml is the complete, already-valid document body (as a binary).
Note: pain.001 initiation is marked deprecated in Banking Circle's
current docs in favor of the JSON payment endpoints — confirm with your
Banking Circle contact whether this path is still recommended for new
integrations before building on it.

  


        

      


  

    
BankingCircle.Payments 
    



      
Single and bulk payment initiation, status tracking, cancellation, and
lookup, per the Payment Lifecycle documentation.
Every function accepts a client name (defaults to :default) as its
last argument, matching the multi-client design in
BankingCircle.Config.
Idempotency caveat
Only Direct Debit Collections (BankingCircle.DirectDebit) carries
documented idempotency-key support at time of writing. create_single/2
and create_bulk/2 do not — if a request times out, check
get_by_transaction_reference/2 (or get_bulk/2) before blindly
resubmitting, to avoid a duplicate payment. See the moduledoc on
BankingCircle.HTTP.Middleware.Retry for how this shapes our retry
policy: neither of these POSTs is auto-retried on a 5xx/429.
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    Types
  


    
      
        client()

      


    


    
      
        payment_id()

      


    





  
    Functions
  


    
      
        cancel_bulk(bulk_id, client \\ :default)

      


        Attempts to cancel every cancellable payment in a batch (same
pre-processing rule as cancel_single/2). Supports partial cancellation
— returns a summary of which rows succeeded.



    


    
      
        cancel_single(payment_id, client \\ :default)

      


        Cancels a payment. Only succeeds if the payment hasn't already entered
processing — returns {:error, %BankingCircle.Error{kind: :client_error}}
if it's too late.



    


    
      
        cancel_trace(trace_id, client \\ :default)

      


        Cancels a trace request while it's still in Processing status.



    


    
      
        create_bulk(rows, client \\ :default)

      


        Submits a batch of payments as a single bulk request. rows is a list
of attribute maps, each validated the same way as create_single/2; if
any row is invalid the whole batch is rejected client-side with
{:error, [{index, changeset}, ...]} before any network call, using
1-based indices matching Banking Circle's elementIndex error semantics.



    


    
      
        create_fi_to_fi(attrs, client \\ :default)

      


        Initiates a Correspondent or Agency Banking payment from your own BIC
and IBANs (POST /api/v1/payments/fi-to-fi-customer-credit-transfer-initiation).
Requires special permissions on your API user — contact your
Relationship Manager if you get an authorization error here.



    


    
      
        create_single(attrs, client \\ :default)

      


        Submits a single payment. attrs is validated via
BankingCircle.Schemas.Payment.changeset/1 before it ever reaches the
network — invalid input returns {:error, %Ecto.Changeset{}} without a
request being made.



    


    
      
        get_bulk(bulk_id, client \\ :default)

      


        Detailed stats for a bulk batch: overall status, per-status counts,
total payment count, aggregated amount.



    


    
      
        get_by_transaction_reference(reference, client \\ :default)

      


        Looks up a single payment by its caller-assigned transaction reference.



    


    
      
        get_mt103(payment_id, client \\ :default)

      


        Fetches the MT103 confirmation message for a completed payment.



    


    
      
        get_recall(recall_id, client \\ :default)

      


    


    
      
        get_recall_status(recall_id, client \\ :default)

      


        Lightweight status-only check for a recall — cheaper than get_recall/2 when you just need to know Received/Successful/Unsuccessful.



    


    
      
        get_single(payment_id, client \\ :default)

      


        Full payment detail, including processing history.



    


    
      
        get_status(payment_id, client \\ :default)

      


        Lightweight status check — intended for polling, cheaper than get_single/2.



    


    
      
        get_trace(trace_id, client \\ :default)

      


    


    
      
        get_trace_status(trace_id, client \\ :default)

      


    


    
      
        initiate_recall(payment_id, reason_code, client \\ :default)

      


        Requests a recall of a processed payment (you sent it to the wrong
place, or with wrong details). reason_code must be one of "AC03"
(invalid creditor account), "AM09" (wrong amount), or "CUST"
(requested by customer).



    


    
      
        initiate_trace(payment_id, client \\ :default)

      


        Initiates a trace to investigate a delayed/missing payment by contacting
the beneficiary bank. Requires the payment to be in a final status
(Processed or Rejected), under 6 months old, without an existing active
trace. Faster Payments/SEPA Instant traces go straight to Unsuccessful.



    


    
      
        list_bulks(filters \\ [], client \\ :default)

      


        Paginated list of bulk payment batches.



    


    
      
        list_recalls(filters \\ [], client \\ :default)

      


        Lists recall requests from the past 6 months, paginated.



    


    
      
        list_singles(filters \\ [], client \\ :default)

      


        Paginated list of single payments, optionally filtered by status/date range.



    


    
      
        list_traces(filters \\ [], client \\ :default)

      


    


    
      
        reject_single(payment_id, reason \\ nil, client \\ :default)

      


        Rejects an incoming direct debit payment.
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          @type client() :: atom()


      



  



  
    
      
    
    
      payment_id()



        
          
        

    

  


  

      

          @type payment_id() :: String.t()
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      cancel_bulk(bulk_id, client \\ :default)



        
          
        

    

  


  

      

          @spec cancel_bulk(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Attempts to cancel every cancellable payment in a batch (same
pre-processing rule as cancel_single/2). Supports partial cancellation
— returns a summary of which rows succeeded.

  



    

  
    
      
    
    
      cancel_single(payment_id, client \\ :default)



        
          
        

    

  


  

      

          @spec cancel_single(payment_id(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Cancels a payment. Only succeeds if the payment hasn't already entered
processing — returns {:error, %BankingCircle.Error{kind: :client_error}}
if it's too late.

  



    

  
    
      
    
    
      cancel_trace(trace_id, client \\ :default)



        
          
        

    

  


  

      

          @spec cancel_trace(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Cancels a trace request while it's still in Processing status.

  



    

  
    
      
    
    
      create_bulk(rows, client \\ :default)



        
          
        

    

  


  

      

          @spec create_bulk([map()], client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t() | [{pos_integer(), term()}]}


      


Submits a batch of payments as a single bulk request. rows is a list
of attribute maps, each validated the same way as create_single/2; if
any row is invalid the whole batch is rejected client-side with
{:error, [{index, changeset}, ...]} before any network call, using
1-based indices matching Banking Circle's elementIndex error semantics.

  



    

  
    
      
    
    
      create_fi_to_fi(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec create_fi_to_fi(map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Initiates a Correspondent or Agency Banking payment from your own BIC
and IBANs (POST /api/v1/payments/fi-to-fi-customer-credit-transfer-initiation).
Requires special permissions on your API user — contact your
Relationship Manager if you get an authorization error here.
This is a materially richer payload than a single payment: full
structured debtor/creditor addresses, and — for the "on behalf of"
scenario — separate debtor vs. ultimate debtor fields (provide
either; if both, the ultimate debtor is carried forward as the debtor
name on the wire). Given the shape variance we don't run this through
the BankingCircle.Schemas.Payment changeset — pass the raw
API-shaped-but-snake_case attrs and we camelCase top-level keys for you;
nested structures (addresses, amount) should already be maps matching
the API's field names.
FX
Three ways to convert currency on an outbound Correspondent/Agency
payment, combining this endpoint with BankingCircle.FX:
	Embedded/live rate — set currency_of_transfer different from
amount.currency; conversion happens automatically at the live rate.
	RFQ — get a quote via BankingCircle.FX.request_quotes/2
(30-second lock), then pass its id as fx_quote_id.
	Held rate — get one via BankingCircle.FX.held_rate/5, then
pass its id as fx_quote_id.


  



    

  
    
      
    
    
      create_single(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec create_single(map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t() | Ecto.Changeset.t()}


      


Submits a single payment. attrs is validated via
BankingCircle.Schemas.Payment.changeset/1 before it ever reaches the
network — invalid input returns {:error, %Ecto.Changeset{}} without a
request being made.
On success, returns {:ok, %{"id" => payment_id, ...}}.

  



    

  
    
      
    
    
      get_bulk(bulk_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_bulk(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Detailed stats for a bulk batch: overall status, per-status counts,
total payment count, aggregated amount.

  



    

  
    
      
    
    
      get_by_transaction_reference(reference, client \\ :default)



        
          
        

    

  


  

      

          @spec get_by_transaction_reference(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Looks up a single payment by its caller-assigned transaction reference.

  



    

  
    
      
    
    
      get_mt103(payment_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_mt103(payment_id(), client()) ::
  {:ok, binary()} | {:error, BankingCircle.Error.t()}


      


Fetches the MT103 confirmation message for a completed payment.

  



    

  
    
      
    
    
      get_recall(recall_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_recall(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      get_recall_status(recall_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_recall_status(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lightweight status-only check for a recall — cheaper than get_recall/2 when you just need to know Received/Successful/Unsuccessful.

  



    

  
    
      
    
    
      get_single(payment_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_single(payment_id(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Full payment detail, including processing history.

  



    

  
    
      
    
    
      get_status(payment_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_status(payment_id(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lightweight status check — intended for polling, cheaper than get_single/2.

  



    

  
    
      
    
    
      get_trace(trace_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_trace(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      get_trace_status(trace_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_trace_status(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      initiate_recall(payment_id, reason_code, client \\ :default)



        
          
        

    

  


  

      

          @spec initiate_recall(String.t(), String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Requests a recall of a processed payment (you sent it to the wrong
place, or with wrong details). reason_code must be one of "AC03"
(invalid creditor account), "AM09" (wrong amount), or "CUST"
(requested by customer).
Requires the payment to be processed, under 6 months old, through a
non-instant scheme (Faster Payments/SEPA Instant recalls go straight to
Unsuccessful), and without an existing active/successful recall.
Banking Circle makes up to 3 attempts (initial + 2 chasers, 5 working
days apart) — there's no cancel-a-recall operation; contact Client
Services if you need one stopped.

  



    

  
    
      
    
    
      initiate_trace(payment_id, client \\ :default)



        
          
        

    

  


  

      

          @spec initiate_trace(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Initiates a trace to investigate a delayed/missing payment by contacting
the beneficiary bank. Requires the payment to be in a final status
(Processed or Rejected), under 6 months old, without an existing active
trace. Faster Payments/SEPA Instant traces go straight to Unsuccessful.

  



    

    

  
    
      
    
    
      list_bulks(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_bulks(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Paginated list of bulk payment batches.

  



    

    

  
    
      
    
    
      list_recalls(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_recalls(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lists recall requests from the past 6 months, paginated.

  



    

    

  
    
      
    
    
      list_singles(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_singles(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Paginated list of single payments, optionally filtered by status/date range.

  



    

    

  
    
      
    
    
      list_traces(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list_traces(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

    

  
    
      
    
    
      reject_single(payment_id, reason \\ nil, client \\ :default)



        
          
        

    

  


  

      

          @spec reject_single(payment_id(), String.t() | nil, client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Rejects an incoming direct debit payment.

  


        

      


  

    
BankingCircle.Reporting 
    



      
Asynchronous report generation: request a report, poll its status, then
download it once ready — the three-step flow Banking Circle uses for
reports too large to return synchronously (reconciliation, account
activity, rejections, bank statements, camt.053, etc).
The flow
POST /api/v2/reports/requests/{report-type}    -> 202, Location header with request id
GET  /api/v2/reports/{request-id}/get-status    -> 202 Processing (Retry-After) | 302 Complete (Location: reportId)
GET  /api/v1/reports/download-report/{reportId} -> the report body
request_report/3 performs step 1 and returns just the request id
(read from the Location response header, per the documented flow).
poll_status/2 performs one status check. fetch_report/3 drives the
whole flow for you, sleeping between polls per the server's
Retry-After guidance (falling back to a fixed interval if absent) up
to a caller-supplied timeout — this is almost always what you want
unless you're building your own background job around the individual
steps.
Report type identifiers
Accepts either a known atom (translated to the slug Banking Circle
expects — see BankingCircle.Reporting.ReportType.known/0) or a raw
string, so you're not blocked on us keeping an exhaustive list current:
pass e.g. "held-payments-sanctions-screening" directly if we haven't
added a matching atom yet.

      


      
        Summary


  
    Types
  


    
      
        client()

      


    


    
      
        report_type()

      


    





  
    Functions
  


    
      
        download(report_id, client \\ :default)

      


        Downloads a generated report by its report id (obtained from
poll_status/2's {:complete, report_id}).



    


    
      
        fetch_report(report_type, attrs \\ %{}, opts \\ [])

      


        Drives the full request → poll → download flow, blocking (via
Process.sleep/1 between polls) until the report is ready or
timeout_ms elapses.



    


    
      
        poll_status(request_id, client \\ :default)

      


        Checks the status of a previously-requested report.



    


    
      
        reconciliation_report(filters \\ [], client \\ :default)

      


        Fetches the Standard Reconciliation Report synchronously
(GET /api/v1/reports/reconciliation-report) — a direct alternative to
the async request_report/3 → poll_status/2 → download/2 flow,
specifically for reconciliation. Handles up to 50,000 payments per
report inline; for larger date ranges or other report types, use the
async flow (fetch_report/3 or the individual steps) instead.



    


    
      
        request_report(report_type, attrs \\ %{}, client \\ :default)

      


        Kicks off report generation and returns {:ok, request_id} — extracted
from the response's Location header, per the documented flow (the
request id is not in the response body). Pass the id to poll_status/2,
or just use fetch_report/3 to handle the whole flow.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: atom()


      



  



  
    
      
    
    
      report_type()



        
          
        

    

  


  

      

          @type report_type() :: atom() | String.t()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      download(report_id, client \\ :default)



        
          
        

    

  


  

      

          @spec download(String.t(), client()) ::
  {:ok, term()} | {:error, BankingCircle.Error.t()}


      


Downloads a generated report by its report id (obtained from
poll_status/2's {:complete, report_id}).

  



    

    

  
    
      
    
    
      fetch_report(report_type, attrs \\ %{}, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch_report(report_type(), map(), keyword()) ::
  {:ok, term()} | {:error, :timeout | BankingCircle.Error.t()}


      


Drives the full request → poll → download flow, blocking (via
Process.sleep/1 between polls) until the report is ready or
timeout_ms elapses.
For a web request handler, prefer request_report/3 plus a background
job that calls poll_status/2 on a schedule instead of blocking a
request process for a potentially multi-minute report generation —
fetch_report/3 is meant for scripts, IEx sessions, and background
workers that already expect to block.

  



    

  
    
      
    
    
      poll_status(request_id, client \\ :default)



        
          
        

    

  


  

      

          @spec poll_status(String.t(), client()) ::
  {:processing, non_neg_integer() | nil}
  | {:complete, String.t()}
  | {:error, BankingCircle.Error.t()}


      


Checks the status of a previously-requested report.
Returns {:processing, retry_after_ms}, {:complete, report_id}, or
{:error, %BankingCircle.Error{}}.

  



    

    

  
    
      
    
    
      reconciliation_report(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec reconciliation_report(
  keyword(),
  client()
) :: {:ok, term()} | {:error, BankingCircle.Error.t()}


      


Fetches the Standard Reconciliation Report synchronously
(GET /api/v1/reports/reconciliation-report) — a direct alternative to
the async request_report/3 → poll_status/2 → download/2 flow,
specifically for reconciliation. Handles up to 50,000 payments per
report inline; for larger date ranges or other report types, use the
async flow (fetch_report/3 or the individual steps) instead.

  



    

    

  
    
      
    
    
      request_report(report_type, attrs \\ %{}, client \\ :default)



        
          
        

    

  


  

      

          @spec request_report(report_type(), map(), client()) ::
  {:ok, String.t()} | {:error, BankingCircle.Error.t()}


      


Kicks off report generation and returns {:ok, request_id} — extracted
from the response's Location header, per the documented flow (the
request id is not in the response body). Pass the id to poll_status/2,
or just use fetch_report/3 to handle the whole flow.

  


        

      


  

    
BankingCircle.VirtualAccounts 
    



      
Virtual Accounts (VIBANs): externally addressable IBANs that route to
one or more physical Master Accounts rather than holding funds
themselves. Used for account reconciliation (one VIBAN per seller),
treasury consolidation, and third-party account services (POBO/COBO —
paying/collecting on behalf of your customer, under their own name).
Confidence note
The list, close, close-status, add-customer-details, and
customer-details-status endpoints below are confirmed against
Banking Circle's docs. The order/create endpoint path
(order/2 in this module) is inferred from consistent "ordering a
virtual account" terminology across the docs and Client Portal, but I
was not able to confirm its exact REST path and payload shape against
the API reference directly — verify this one against your sandbox or
the API reference before relying on it, everything else here should
be solid.
Lifecycle
Order → (optionally) add customer/UBO details for POBO/COBO accounts →
active, usable → close (irreversible, applies to all linked currencies —
no partial closure). Closure has a ~15 minute processing delay and is
paused during a daily window (18:40–20:55 CET); poll
close_status/3 or watch for status flipping from "Active" to
"InActive" on list/2.
UBO information for POBO/COBO accounts can only be set once — there
is no update path once submitted, per Banking Circle's docs.

      


      
        Summary


  
    Types
  


    
      
        client()

      


    





  
    Functions
  


    
      
        add_customer_details(entries, client \\ :default)

      


        Adds customer and Ultimate Beneficial Owner (UBO) details to one or
more POBO/COBO virtual accounts that don't have them yet — required
before such an account can process transactions. This is a write-once
operation: it only accepts accounts without existing customer details,
and cannot be used to modify details already set.



    


    
      
        close(entries, client \\ :default)

      


        Closes one or more virtual accounts. Requires a reason_code per
account (see Banking Circle's Virtual Accounts Reference Data for valid
codes). Closure is irreversible and applies to all currencies linked to
the account — there's no partial closure. Processing has a ~15 minute
delay and pauses daily 18:40–20:55 CET.



    


    
      
        close_status(virtual_account_number, client \\ :default)

      


        Checks closure processing status for a virtual account.



    


    
      
        customer_details_status(virtual_account_number, company_number, client \\ :default)

      


        Checks the status of a previously-submitted add_customer_details/2
update for one virtual account.



    


    
      
        list(filters \\ [], client \\ :default)

      


        Lists virtual accounts, optionally filtered (e.g. by status, currency).



    


    
      
        order(attrs, client \\ :default)

      


        Orders one or more new virtual accounts. See the moduledoc's confidence
note — this endpoint path/payload should be confirmed against your API
reference before production use.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: atom()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      add_customer_details(entries, client \\ :default)



        
          
        

    

  


  

      

          @spec add_customer_details([map()], client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Adds customer and Ultimate Beneficial Owner (UBO) details to one or
more POBO/COBO virtual accounts that don't have them yet — required
before such an account can process transactions. This is a write-once
operation: it only accepts accounts without existing customer details,
and cannot be used to modify details already set.
entries is a list of maps, each requiring :virtual_account_number
plus the customer/UBO fields (up to 5 UBOs per account; all string
fields max 35 chars, restricted charset — see Banking Circle's Virtual
Accounts Reference Data for the exact allowed field set).

  



    

  
    
      
    
    
      close(entries, client \\ :default)



        
          
        

    

  


  

      

          @spec close([map()], client()) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Closes one or more virtual accounts. Requires a reason_code per
account (see Banking Circle's Virtual Accounts Reference Data for valid
codes). Closure is irreversible and applies to all currencies linked to
the account — there's no partial closure. Processing has a ~15 minute
delay and pauses daily 18:40–20:55 CET.
entries is a list of %{virtual_account_number: ..., reason_code: ...}.

  



    

  
    
      
    
    
      close_status(virtual_account_number, client \\ :default)



        
          
        

    

  


  

      

          @spec close_status(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Checks closure processing status for a virtual account.

  



    

  
    
      
    
    
      customer_details_status(virtual_account_number, company_number, client \\ :default)



        
          
        

    

  


  

      

          @spec customer_details_status(String.t(), String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Checks the status of a previously-submitted add_customer_details/2
update for one virtual account.

  



    

    

  
    
      
    
    
      list(filters \\ [], client \\ :default)



        
          
        

    

  


  

      

          @spec list(
  keyword(),
  client()
) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Lists virtual accounts, optionally filtered (e.g. by status, currency).

  



    

  
    
      
    
    
      order(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec order(map(), client()) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Orders one or more new virtual accounts. See the moduledoc's confidence
note — this endpoint path/payload should be confirmed against your API
reference before production use.
attrs typically needs: :account_type (e.g. "Standard", "POBO",
"COBO"), :currency or :physical_accounts_list (to pin specific
Master Account linkage), and :quantity for bulk ordering.

  


        

      


  

    
BankingCircle.Webhooks 
    



      
Manages webhook subscriptions (create/list/activate/deactivate/remove)
via the notification self-service API.
For decrypting and verifying incoming webhook payloads, see
BankingCircle.Webhook.Verifier — that's a pure, network-free function
meant to run inside your Plug/Phoenix controller, not here.

      


      
        Summary


  
    Types
  


    
      
        client()

      


    





  
    Functions
  


    
      
        activate_subscription(subscription_id, client \\ :default)

      


    


    
      
        create_subscription(attrs, client \\ :default)

      


        Creates a subscription. attrs supports



    


    
      
        deactivate_subscription(subscription_id, client \\ :default)

      


    


    
      
        get_subscription(subscription_id, client \\ :default)

      


    


    
      
        list_subscriptions(client \\ :default)

      


    


    
      
        remove_subscription(subscription_id, client \\ :default)

      


    


    
      
        simulate(event_type, payload, client \\ :default)

      


        In sandbox only: triggers a webhook notification without creating or
mutating any underlying resource, so you can test your receiver's
handling logic in isolation.



    





      


      
        Types


        


  
    
      
    
    
      client()



        
          
        

    

  


  

      

          @type client() :: atom()


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      activate_subscription(subscription_id, client \\ :default)



        
          
        

    

  


  

      

          @spec activate_subscription(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      create_subscription(attrs, client \\ :default)



        
          
        

    

  


  

      

          @spec create_subscription(map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


Creates a subscription. attrs supports:
	:url (required) — your HTTPS receiver endpoint
	:encryption_key (required) — 32-character pre-shared AES-256-GCM key
	:event_types (required) — list of event type strings to subscribe to
	:active — true to activate immediately (default false, i.e.
created inactive so you can verify your receiver before flipping it on)
	:email — notified on sustained delivery failure
	:max_notifications_per_message — batching size


  



    

  
    
      
    
    
      deactivate_subscription(subscription_id, client \\ :default)



        
          
        

    

  


  

      

          @spec deactivate_subscription(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      get_subscription(subscription_id, client \\ :default)



        
          
        

    

  


  

      

          @spec get_subscription(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      list_subscriptions(client \\ :default)



        
          
        

    

  


  

      

          @spec list_subscriptions(client()) :: {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      remove_subscription(subscription_id, client \\ :default)



        
          
        

    

  


  

      

          @spec remove_subscription(String.t(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      



  



    

  
    
      
    
    
      simulate(event_type, payload, client \\ :default)



        
          
        

    

  


  

      

          @spec simulate(String.t(), map(), client()) ::
  {:ok, map()} | {:error, BankingCircle.Error.t()}


      


In sandbox only: triggers a webhook notification without creating or
mutating any underlying resource, so you can test your receiver's
handling logic in isolation.

  


        

      


  

    
BankingCircle.Schemas.BulkPayment 
    



      
Validates a batch of payment rows destined for POST /payments/bulks
and renders them into the CSV format that endpoint expects.
Each row is validated with BankingCircle.Schemas.Payment.changeset/1.
Per Banking Circle's documented bulk error shape, a failing row is
reported by its 1-based elementIndex, which skips blank lines —
build/1 preserves row ordering (including any caller-supplied blank
separators) so that index maps back correctly if the API rejects part of
a batch.

      


      
        Summary


  
    Functions
  


    
      
        build(rows)

      


        Validates every row and, if all are valid, returns {:ok, csv_binary}.



    





      


      
        Functions


        


  
    
      
    
    
      build(rows)



        
          
        

    

  


  

      

          @spec build([map()]) ::
  {:ok, binary()} | {:error, [{pos_integer(), Ecto.Changeset.t()}]}


      


Validates every row and, if all are valid, returns {:ok, csv_binary}.
If any row fails validation, returns {:error, [{index, changeset}, ...]}
with 1-based indices matching Banking Circle's elementIndex semantics,
so client-side and server-side validation errors are reportable the same
way.

  


        

      


  

    
BankingCircle.Schemas.Payment 
    



      
Validates and casts a single-payment request before it's sent to
POST /payments/singles, using an Ecto embedded schema purely as a
typed-casting + changeset-validation tool (no database involved).
Catching malformed requests client-side — wrong currency format, missing
beneficiary details, negative amounts — avoids a round trip for errors
that are knowable before the request ever leaves the BEAM.

      


      
        Summary


  
    Functions
  


    
      
        build(attrs)

      


        Validates and returns {:ok, payload_map} ready for JSON encoding, or
{:error, %Ecto.Changeset{}} with field-level errors.



    


    
      
        changeset(attrs)

      


        Builds a changeset from a map of attributes (string or atom keys).



    





      


      
        Functions


        


  
    
      
    
    
      build(attrs)



        
          
        

    

  


  

      

          @spec build(map()) :: {:ok, map()} | {:error, Ecto.Changeset.t()}


      


Validates and returns {:ok, payload_map} ready for JSON encoding, or
{:error, %Ecto.Changeset{}} with field-level errors.

  



  
    
      
    
    
      changeset(attrs)



        
          
        

    

  


  

      

          @spec changeset(map()) :: Ecto.Changeset.t()


      


Builds a changeset from a map of attributes (string or atom keys).
Examples
iex> BankingCircle.Schemas.Payment.changeset(%{
...>   debtor_account_id: "acc_123",
...>   amount: Decimal.new("100.50"),
...>   currency: "EUR",
...>   creditor_name: "Jane Doe",
...>   creditor_iban: "DE89370400440532013000",
...>   transaction_reference: "INV-2026-001"
...> }).valid?
true

  


        

      


  

    
BankingCircle.Error exception
    



      
Canonical error representation for every failure mode this client can
surface: transport failures, HTTP 4xx/5xx responses (in either of Banking
Circle's two documented error body shapes), auth failures, and
client-side validation errors raised before a request is ever sent.
Banking Circle returns two distinct error body shapes depending on
the endpoint family:
	Standard operations (e.g. single payments):
%{"propertyName" => _, "errorCode" => _, "errorDescription" => _}

	Bulk operations (e.g. bulk payment initiation), one entry per row:
%{"fieldIndex" => _, "elementIndex" => _, "errorCode" => _, "errorDescription" => _}


parse/2 normalizes both into detail/0 so callers never need to
branch on which shape came back.

      


      
        Summary


  
    Types
  


    
      
        detail()

      


    


    
      
        kind()

      


    


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(status, body, opts \\ [])

      


        Parses an HTTP response (status + body) into a t/0, normalizing
either documented error body shape and classifying the failure kind
from the status code.



    


    
      
        retryable?(error)

      


        True if the error kind is generally safe to retry (429 and 5xx).



    


    
      
        timeout(timeout_ms)

      


    


    
      
        transport_error(reason)

      


        Builds a transport-level error (connection reset, DNS failure, etc.).



    





      


      
        Types


        


  
    
      
    
    
      detail()



        
          
        

    

  


  

      

          @type detail() :: %{
  optional(:property_name) => String.t() | nil,
  optional(:field_index) => integer() | nil,
  optional(:element_index) => integer() | nil,
  code: String.t() | nil,
  description: String.t() | nil
}


      



  



  
    
      
    
    
      kind()



        
          
        

    

  


  

      

          @type kind() ::
  :transport_error
  | :timeout
  | :auth_error
  | :validation_error
  | :rate_limited
  | :concurrency_conflict
  | :not_found
  | :client_error
  | :server_error
  | :unexpected_response


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %BankingCircle.Error{
  __exception__: true,
  details: [detail()],
  kind: kind(),
  message: String.t(),
  raw_body: term(),
  request_id: String.t() | nil,
  retry_after_ms: non_neg_integer() | nil,
  status: pos_integer() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      parse(status, body, opts \\ [])



        
          
        

    

  


  

      

          @spec parse(pos_integer(), term(), keyword()) :: t()


      


Parses an HTTP response (status + body) into a t/0, normalizing
either documented error body shape and classifying the failure kind
from the status code.

  



  
    
      
    
    
      retryable?(error)



        
          
        

    

  


  

      

          @spec retryable?(t()) :: boolean()


      


True if the error kind is generally safe to retry (429 and 5xx).

  



  
    
      
    
    
      timeout(timeout_ms)



        
          
        

    

  


  

      

          @spec timeout(pos_integer()) :: t()


      



  



  
    
      
    
    
      transport_error(reason)



        
          
        

    

  


  

      

          @spec transport_error(term()) :: t()


      


Builds a transport-level error (connection reset, DNS failure, etc.).
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